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Uses of cryptography in blockchains

e define valid transactions

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions

e signatures
e multi-, threshold, aggregate, ... signatures

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions

e signatures
e multi-, threshold, aggregate, ... signatures

e achieve distributed consensus on the state of the ledger

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions

e signatures
e multi-, threshold, aggregate, ... signatures

e achieve distributed consensus on the state of the ledger
e proof of work: hash functions

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions

e signatures
e multi-, threshold, aggregate, ... signatures

e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

e proof of space

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

e proof of space
e provide privacy

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2 /17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

e proof of space
e provide privacy
e ring signatures, stealth addresses (Monero)

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2/17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

e proof of space
e provide privacy
e ring signatures, stealth addresses (Monero)
e confidential transactions (homomorphic commitments, range proofs)

Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019 2/17



Uses of cryptography in blockchains

e define valid transactions
e signatures
e multi-, threshold, aggregate, ... signatures
e achieve distributed consensus on the state of the ledger

e proof of work: hash functions
e proof of stake:

e verifiable random functions (VRFs)
e verifiable delay functions (VDFs)

e proof of space
e provide privacy
e ring signatures, stealth addresses (Monero)

e confidential transactions (homomorphic commitments, range proofs)
e zero-knowledge proofs / ZK-SNARKs (Zcash)
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Bitcoin transactions

A Bitcoin transaction spends inputs and creates outputs:

txid: e62b0a. . .
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A Bitcoin transaction spends inputs and creates outputs:

e an input consists of a reference to an output of a previous
transaction and a signature authorizing spending of this output

txid: e62b0a. . .
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Bitcoin transactions

A Bitcoin transaction spends inputs and creates outputs:

e an input consists of a reference to an output of a previous
transaction and a signature authorizing spending of this output

e an output consists of an amount and a public key

Y. Seurin (ANSSI)

txid: e62b0a. . .

Inputs Outputs
prevOut: {txid = 29a5c7..., ind=3} val: 7 BTC
sig: 3f4de6. .. pubKey: 601b3a. ..

)

sig: f7b6c4. ..

) ind:l}]

val: 2 BTC
pubKey: d781a3...

)

prevOut: {txid = €953b0.. .,

sig: fbb521. ..

_ >[prevOut: {txid = 63babf. ..

ind:7}]
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Signatures in Bitcoin

Bitcoin (and ~ all blockchains) use ECDSA (curve secp256k1)
size of an ECDSA public key: 33 bytes

typical size of an ECDSA signature: 72 bytes
(two 32-bytes integers + 6 bytes DER encoding)

420000000 transactions in the blockchain, ~ 2 inputs/tx
= ~ 88 GB of pk+sig data (40% blockchain size)
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Optimizing transaction size matters

Bitcoin Fees vs Blocksize
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Miners fee per block vs block size (% of maximum), samples grouped by day. Bubble size denotes mempool size (for records Apr 2016 onwards).
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Signature scheme: definition

A signature scheme consists of three algorithms:

1. key generation algorithm KeyGen:
e returns a public/secret key pair (pk, sk)
2. signature algorithm Sign:

e takes as input a secret key sk and a message m
e returns a signature o

3. verification algorithm Ver:

e takes as input a public key pk, a message m, and a signature o
e returns 1 if the signature is valid and 0 otherwise
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A signature scheme consists of three algorithms:

1. key generation algorithm KeyGen:
e returns a public/secret key pair (pk, sk)
2. signature algorithm Sign:

e takes as input a secret key sk and a message m
e returns a signature o

3. verification algorithm Ver:
e takes as input a public key pk, a message m, and a signature o

e returns 1 if the signature is valid and 0 otherwise

Correctness property:

V(pk, sk) < KeyGen, VYm, Ver(pk, m,Sign(sk, m)) =1
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Signature scheme: security

e “gold"” security notion: Existential Unforgeability against Chosen
Message Attacks (EUF-CMA)

ska pka
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Signature scheme: security

e “gold"” security notion: Existential Unforgeability against Chosen
Message Attacks (EUF-CMA)

pka pka

21 [~4
—

-—
Jq (m*,a*)
— —

m*#my,...,mg
Ver(pka, m*,0*) =1
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Multi-signatures

e often, transactions must be authorized by multiple parties
(shared wallet, escrow, payment channel, atomic swap, ...)

(ska, pka) (sks, pkg)
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Multi-signatures
often, transactions must be authorized by multiple parties
(shared wallet, escrow, payment channel, atomic swap, ...)
currently in Bitcoin: trivial solution (concatenation of pks/sigs)
better: one signature, independently of the number of signers

even better: one public key, independently of the number of signers

(ska, Pha) — bk — Koyhge(pha, phs) «— (k8- Pke)
>

v
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Y. Seurin (ANSSI) Multi-Signatures for Blockchains 12/06/2019

8 /17



Multi-signatures

often, transactions must be authorized by multiple parties
(shared wallet, escrow, payment channel, atomic swap, ...)

currently in Bitcoin: trivial solution (concatenation of pks/sigs)
better: one signature, independently of the number of signers

even better: one public key, independently of the number of signers
difficulty: rogue-key attacks (plain public-key model: no CA)

(sha, Pha) — bk — Koyhge(pha, phs) < (5<&-Pke)
>

v

Ver(pk,m,o) =1
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Elliptic curves

defined over a finite field

points on the curve can be added 1 2
AeY

order p, generator G
nG=G+---+G
—_———

n times y2=x>-x y2=x-x+1

can be computed in O(log n) time
(double-and-add)
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Elliptic curves

defined over a finite field

points on the curve can be added 1
= group G A

order p, generator G
nG=G+---+G
—_———

n times y2=x3-

y2=x-x+1

can be computed in O(log n) time
(double-and-add)

discrete logarithm problem:
Given H € G, find n € {0,...,p — 1} such that H = nG
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History of discrete log-based signature schemes

1984: ElGamal signatures

1985: Elliptic Curve Cryptography proposed by
Koblitz and Miller

1989: Schnorr signatures, U.S. Patent 4,995,082

1991: DSA (Digital Signature Algorithm) proposed
by NIST

1992: ECDSA (Elliptic Curve DSA) proposed by
Vanstone

1993: DSA standardized by NIST as FIPS 186
2000: ECDSA included in FIPS 186-2

2008: Schnorr’s patent expires

2009: Bitcoin is launched: uses ECDSA

C.P. Schnorr
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Schnorr signatures

e secret key: x <—¢ Zp public key: X = xG
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Schnorr signatures

e secret key: x <—¢ Zp public key: X = xG
e signature:

r<—s Zp R:=rG
s=r+ H(X,R,m)x mod p
o= (R,s)
e verification: :
sG=R+ H(X,R,mX

e provably secure under the DL assumption in the random oracle
model for H
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“Naive” Schnorr multi-signatures

XA = XAG
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XA:XAG\X:XA+XB:(XA+XB)G /XBXBG

RA:I‘AG
RB:rBG
R=Ra+ Rs
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“Naive” Schnorr multi-signatures

XA:XAG\X:XA+XB:(XA+XB)G /XBXBG

RA:I‘AG
RB:rBG
R=Ra+ Rs

SA:rA+H(X,R,m)XA\ /SBZFB+H(X,R,m)X3
S=s5a+Ss8B

Ver(X,m,(R,s)) =1
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“Naive” Schnorr multi-signatures

XA:XAG\X:XA+XB:(XA+XB)G /XBXBG

RA:rAG
RB:rBG
R=Ra+ Rs

Sg = rB—I—H(X, R, m)XB
s =sa+sB e

Ver(X,m,(R,s)) =1

e rogue-key attack: Bob sets Xg = xG — Xy
= X = xG and Bob can compute signatures without Alice
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Schnorr multi-signatures: MuSig

e ‘“delinearized” aggregate key — thwarts rogue-key attacks

X = Xa + XB
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“delinearized” aggregate key — thwarts rogue-key attacks

X = piaXa + 1sXp
pa = H({Xa, X}, 1), pue = H({Xa, Xg},2)

partial signature sp = ra + paH(X, R, m)xa
improves efficiency (n-of-n multisig: 1 pk, 1 sig)

improves privacy (n-of-n multisig output indistinguishable from
“standard” single sig output)
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Schnorr multi-signatures: MuSig

e ‘“delinearized” aggregate key — thwarts rogue-key attacks

X = piaXa + 1sXp
pa = H({Xa, X}, 1), pue = H({Xa, Xg},2)

e partial signature sp = ra + paH(X, R, m)xa

e improves efficiency (n-of-n multisig: 1 pk, 1 sig)

e improves privacy (n-of-n multisig output indistinguishable from
“standard” single sig output)

e could be extended to multi-input transactions
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(Non-interactive) aggregate signatures

e similar to multi-signatures but for different messages
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BLS signatures :

o secret key: x g Z, public key: X = xG

e signature: o = xH(m) (H:{0,1}* = Gy)

e verification: e(G, o) i e(X, H(m))
aggregation can be done publicly after signatures have been
computed (e.g. by miners)
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(Non-interactive) aggregate signatures

similar to multi-signatures but for different messages
Schnorr signatures: requires interaction

possible using pairings: e : G; X G — G such that
e(aX, bY) = e(X, Y)*

BLS signatures

o secret key: x g Z, public key: X = xG
e signature: o = xH(m) (H:{0,1}* = G»)

e verification: e(G, o) i e(X, H(m))
aggregation can be done publicly after signatures have been
computed (e.g. by miners)

would allow to aggregate all signatures in the blockchain into a
single one
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The end. ..

Thanks for your attention!

Comments or questions?
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